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Overview

• Introduction to Sanger Institute’s science
– On a large scale
– integrated projects
– Some involving confidential data

• Data integration and handling
– Farm of compute power necessary
– Format exchange
– Variety of types
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Overview

• Confidentiality challenges
– Risk to patients
– Risk to institute
– Allowing appropriate analysis

• Examples of recent EU collaborations
• and EMBL- EBI - data repository
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Science & Research
• Involves a variety of data types

– Sequence, genotype (genome-wide
association study:GWAS), functional

– Collaborative
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Integrating the Data

• Storing phenotype data

• Handling the DNA samples
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Integrating the Data - more

• Generation of the experimental data
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Integrating the Data - more

• Movement of the intervening data
– Unix files
– Download directories
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Data generation, analysis and
handling

Slide courtesy of Head of IT
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Data generation, analysis and
handling

Slide courtesy of Head of IT

By 2005 we had accrued

300 Terabytes of data

With the introduction of new
sequencing technologies
this has grown > 20 fold In
the last 2-3 years

We now have >8 Petabytes
of storage capacity

(8,000 Terabytes)
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IBM Blade computers 
and DDN high performance storage

Data cabling for the storage
infrastructure

Slide courtesy of Head of IT
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Confidentiality issues

• Assessment of the situation
– Wellcome Trust Sanger Institute is open access

for data
• Make publicly/securely available at  data

repository on site: EGA
– Where does the risk lie if we get it wrong?

• Risk to the patients/donors
– Sensitive information may get released
– Trust in us/others to keep data safe may be lost
– Possible loss of volunteers

• Risk to the Institute
– Reputation

• Hackers - daily make *failed* attempts
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Confidentiality issues

• What was the agreement with the donors (c.f.
1000 genomes, HapMap)

– Open access
• Do we hold phenotypic data of very detailed

sort or is that held elsewhere
– Or only geographical region/year of birth,

gender
• How do we restrict access to the appropriate

people for analysis
– Statisticians, Bioinformaticians

• We need to ensure appropriate levels of
security for each of our wide variety of projects
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Bloodomics and Cardiogenics
EU Projects

Case1 Case2 Case3 Control1 Case5
N 161 102 126 463 74
Disease status PMI PMI PMI Healthy CAD
European descent (%) 100 100 100 100 100
Gender M/F 120/13 80/12 101/21 190/262 61/10
Age (years; mean±sd) ~55 ~55 ~55 ~53 ~65
Height(years; mean±sd) Etc…
Weight(Kg; mean±sd)
BMI (Kg/m2; mean±sd)

Sys BP (mm Hg; mean±sd)

Dia BP (mm Hg; mean±sd)
Diabetes (%)
Hyperlipidemia (%)
Non-current smokers (%)
Alcohol consumption (%)

Phenotype
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Bloodomics and Cardiogenics
EU Projects

Microarray
description

and annotation

Gene expression data

Microarray experiments
RNA sample

storage,
quality

control, and
protocols

Probe raw
 intensities

Normalized
expression

Statistical results

Differential
analysis
results

Research
specific
results

Amplification Hybridization Scanning

Quality control and pre-processing data

Other relevant analyses

Golden Gate Genotype data
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Cohort Information [CoID]

Sample Information 
[BSID]

Clinical Information
[BCID]

»Sanctum«

Cohort Information [CoID]

Sample Information 
[BSID]

Clinical Information
[BCID]

»Sanctum«

Cohort Information [CoID]

»Transfer Sites« Experimental and Analysis SiteClinical Site

Personal Information [PID]

Clinical Information [CID]

Sample Information [SID]

»Trusted Third Party«

{CoID;CID;SID} {CoID;CID;BCID}  {CoID;SID;BSID} ⇒ {CoID;BCID;BSID}

Confidentiality and Anonymisation

Cohort Information [CoID]
Sample Information [SID]
Project-SID [BSID]
(randomly generated)

Cohort Information [CoID]
Clinical Information [CID]
Project-CID [BCID]
(randomly generated)

Cohort Information [CoID]

Sample Information 
[BSID]

Clinical Information
[BCID]

»Sanctum«» Wall«

02-DEC-2004, Ver. A
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Expression Data

Import Genotype Data

Retrieve Phenotype Data

SI Central Pipeline

Disease status
European descent
Gender M/F
Age
Height
Weight
BMI
… Patient Information - PIMS Data

Retrieve Genotype Data

Sanger supplied ID;

•sample location
•collaborator-supplied data
•sample processing history
•sample QC results
•Genotype & intensity data
•Genotype QC information

Need to combine anonymised phenotype data for analyses

Project specific
data Integration

Data from two cell types

GWAS Genotype Data

Candidate gene specific
Genotype Data
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Sanctum

LIMS

WWW

Bloodomics security

• Public data: public website

• Project data: presentations, common
documents (Intranet)

• Project private data: workgroup shared
documents

• Sample data (genotypes, gene expression,
sequence, …)

• Patient data (phenotypes)
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Sanger LAN
VLAN

Servers Overview

PIMS

SSO

Token

8 TB SAN Storage

LIMS

OLTP

WWW

Virtual LAN Local Area Network
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The European Genome-
phenome Archive

• Secure storage and authorised access to
all types of data sets that might be
generated in the context of research into
molecular medicine
– Sequence; Genotypes
– Transcriptomics; Proteomics
– Phenotype data

• Enable the collection of larger
cohorts and maximisation of
resource use
• Sequencing capacity is

increasing dramatically
• Analysis capacity is increasing

more slowly Slide courtesy of Paul Flicek, EBI
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EGA Data Acceptance and
Access

• Access decisions will remain with the data
generating body

– Distributed model
– Transparency to the data generators
– EGA manages the access granted
– Users can also be restricted to particular collections within

a study
• EGA is the European peer database to dbGAP

(NCBI)
– dbGAP has adopted a more centralised model of data

access decisions
– We plan data exchange of meta data and more extensive

discussions are on going to increase data discoverability
– Working toward a common application for both databases

to lower administrative burden

Slide courtesy of Paul Flicek, EBI
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Community Benefits of EGA
• Data subject to access controls is a burden

and it limits the number of researchers that will
reuse the resources
– This may slow the pace of science and prevent

serendipitous discovery
• However…

– Five years ago accessing this type of data was
impossible

– Now it is just incredibly difficult
– This is real progress

• Complicated or overly onerous data access
agreements are more likely to be ignored

Slide courtesy of Paul Flicek, EBI
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EGA Consortium Page for
WTCCC

Slide courtesy of Paul Flicek, EBI
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Designing Archives for both
public and controlled access

data

File archive

ENA website EGA website

Public data Controlled access data

ENA pipeline EGA
pipeline

Slide courtesy of Paul Flicek, EBI
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Conclusions
• Security

– A few specified levels of security
– Appropriate levels to the individual project
– Memorable standard operating procedures for each level of

access
– Who and how

• Linking
– Stable systems
– Appropriate and varied technical support
– Flexible approach to development
– Reusable code


